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Rationale

In The current TR 33.813, Solution #1Slice Specific Authentication and Authorization is being updated based on the agreed SA2 CRs S2-1904723 to TS 23.502 and S2-1904722 to TS 23.501.
For the pending two Editor Notes, following resolutions are suggested.

1. Editor Note: The acceptability of nesting EAP authentication during the Registration Procedure approach is FFS with assistance of CT1 and SA2 if needed

Resolution: CT1 and SA2 concluded that the Slice specific EAP Authentication is initiated by the AMF after completing the primary authentication run, with Registration complete received from the UE. So the nesting of EAP run within primary authentication is avoided. So this issue is now solved.

 2. Editor Note: Performance and correlation implications due to parallel EAP runs, if more than one S-NSSAI is subject to Slice-Specific Authentication and Authorisation is FFS.

Resolution: AMF is initiating the Slice specific secondary authentication one by one, there is no parallel EAP runs. Parallel EAP runs are not allowed by the RFC either. So the correlation of parallel EAP runs is no maore an issue.

4
Detailed proposal

************************************* Start of Changes *****************************************

7.1
Solution #1Slice Specific Authentication and Authorization

7.1.1
Introduction

The solution described in this clause addresses key issue#1 Authentication for access to specific Network Slices and key issue#4 Security and privacy aspects related to the solution for Network Slice specific access authentication and authorization.

This solution is based on the agreed Solution #3.2 in the SA2 TR 23.740. The architecture assumes Authentication, Authorisation and Accounting Server (AAA-S) deployed in a PLMN or in a third-party network that allows Slice-Specific authentication and authorisation of users who have the right of access to certain slices. A AAA proxy function (AAA-F) is also defined to provide a single point of interaction from the PLMN with the third parties. Slice specific User IDs and credentials, separate from those used for the primary authentication, shall be used in the Slice specific authentication.

During the primary authentication, whether the UE requires a slice specific authentication is detected by the UDM by checking a flag for this extra authentication against the NSSAI corresponding to the Slice. The IP address or FQDN/realm of the AAA Server that would perform the authentication and authorisation may be stored in the AAA-F per S-NSSAI. Alternately, the User ID in the third party could be defined as a NAI (see RFC 4282 [x]), i.e. the User ID is in the form user@domain. 

When a UE performs a registration request which includes S-NSSAI(s) in the Requested NSSAI which needs Slice-Specific Authentication and Authorisation, after the successful completion of the primary authentication, the AMF and SMF triggers, an Authentication with the AAA of specific S-NSSAI(s). If multiple Slices need slice specific authentication, one such authentication is needed for each S-NSSAI. 

The UE needs to be provisioned with the credentials necessary to authenticate itself with the Slice AAA Server corresponding to the NSSAI of the Slice. The UE includes a Slice-Specific Authentication and Authorisation indicator in the ‘UE security capabilities’ in the registration request message, for the AMF to determine whether it can execute Slice-Specific Secondary Authentication and Authorisation or not. If the Slice specific Authentication security capability is not included in the registration request, the AMF shall not allow UE to access to any Network Slice for which Slice-specific authentication is required.

The assumption is that the Slice specific authentication is performed as a secondary authentication after primary authentication using one of the EAP authentication methods.

Once the slice specific authentication is executed, authentication status is kept by the AMF in the UE context, so extra authentication is not repeated at subsequent registrations until a re-authentication is required by the AAA Server or the PLMN, based on policy. 

The Slice AAA server may re-authenticate the UE or decide to revoke the authorization, in this case the AAA proxy routes to the serving AMF, based on the binding between the User id and the GPSI of the UE established when the UE was authorized for the Slice.

Once the slice specific authentication is complete, SM procedures to the authorised slices takes place for the UE.

7.1.2
Solution details
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Step 1: UE sends Registration Request to the network. UE will include the list of NSSAIs corresponding to the network slices it is interested in to get authenticated for access.
Step 2: UE and network completes Primary authentication of the UE, either using the 5G AKA procedure or EAP-AKA’ procedure. At the end of a successful primary authentication, the AMF will have a list of allowed NSSAIs for the UE in the AMF form the AUSF, based on the subscription information available in the UDM.
Step 3: At the end of a successful primary authentication procedure, AMF sends Registration Accept message to the UE. Based on the subscription information received from the UDM/AUSF, the message will contain all the allowed NSSAIs except the ones which require Slice specific authentication.
Step 4: UE sends Registration Accept message, indicating the successful completion of primary authentication.
Steps 5-10: If the UE had indicated its support for Network Slice-Specific Authentication and Authorization Procedure in the UE MM Core Network Capability in Registration Request, based on the subscription information received from AUSF/UDM, the AMF initiates slice specific authentication, for all the slices which require slice specific authentication.
Step5: AMF sends EAP Indentity Request to the UE corresponding to the NSSAI of the network slice, to initiate slice specific authentication.
Step6: UE responds with EAP Indentity Response meesage for the requested NSSAI.
Step7: AMF sends Authentication Request to the AAA server of the network slice to authenticate the UE. The message will contain the EAP Identity received from the UE.
Step8: UE and AAA exchanges EAP Request/Response messages for the authentication via AMF. There may be multiple exchanges based on the particular configuration of the AAA.
Step 9: AAA sends EAP success for the EAP user identity, if the verification succeeds.
Step 10: AMF records the success of the EAP authentication for the Slice represented by the NSSAI, and forwards the EAP Success to the UE.
Step11: AMF completes the Slice specific authentication for all network slices for which there is subscription indication that a slice specific authentication is required for the UE to access these slices.
Step 12: Once the Slice-Specific Authentication is completed for all S-NSSAIs, depending on the result of Slice-Specific Authentication, the AMF may trigger a UE Configuration Update procedure to deliver a new list of Allowed NSSAIs.
7.1.3
Evaluation
This solution addresses key issue#1 Authentication for access to specific Network Slices. Slice specific authentication is enabled based on the UEs subscription information received from the AUSF/UDM upon successful primary authentication. Slice specific authentication is initiated only if the UE also indicated its capability for the procedure in the UE capability indication. Since the AMF is initiating the EAP procedure for the slice specific authentication one by one, there are no timing issues associated with the procedure. Also, since the primary authentication has been completed before initiating the slice specific authentication, it is possible to set up AS security and protect the NSSAI in the RRC message if the UE initiates a Service Request related to an allowed NSSAI, before it goes to Idle state. Since NAS and AS security is established by the primary authentication procedure, the EAP identity used for the Slice specific authentication is protected at these layers.
Editor’s Note: Whether User id used for the Slice specific authentication needs end to end protection between the UE and the AAA is FFS.

Editor’s Note: Evaluation of KI#4 is FFS. 
************************************* End of Changes *****************************************
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